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• Acquire technology

• Collaborate
• Additional requirements

• Contract period of 6 months

• Ecosystem
• Requiring technical assistance

• Providing open training

• Impacting the community (e.g., museum material)

0.- Why this tender?
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Administrative

Continues in 
section 3
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The admin. spec. states:

• Which documentation
• Section 7 and annexes

• In which envelope

• Evaluation criterio

• Warranty

The tech. spec. states:

• Requirements 
• common to all lots

• and per lot

• Technical 
documentation
• Only for envelope 2
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Requirement

Mandatory

Additional

Not rewarded

Rewarded with
extra points

Evaluation

criteria
Price

Subjective assessment

Documentation

Value judgement.

+N points

Note that cross-references are used in the documents:

• The technical specification document lists the requirements, both 
mandatory and additional requirements, with a nomenclature such as 
"R.O.1" or "R.A.1" respectively.

• In the additional requirements "R.A.1", reference is made to which 
criterion (with nomenclature "criterion L1.1") of the administrative 
document defines how many extra points will be awarded.

• In the additional requirements "R.A.1", also, reference is made to 
which technical (section 2.8 of the technical) and administrative 
(Annex 1 bis of the administrative) documentation must be filled in.

• The administrative specifications document lists the criteria "criterion 
L1.1" and reference for which additional requirement "R.A.1" arises.
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• Warranty

The tech. spec. states:

• Requirements 
• common to all lots

• and per lot

• Technical 
documentation
• Only for envelope 2
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7.- DOCUMENTATION REQUIRED AND PRESENTATION AND CONTENT OF THE PROPOSITIONS

Envelope 1 Envelope 2

• Economic offer (annex 1)

• Directly applicable criteria offer 
(annex 1 bis)
• Documentation about the extra 

QKD pair (if applicable)

• Documentation about the museum, 
exhibition… material (if applicable)

• Administrative documentation

• Technical documentation
• Compliance with mandatory criteria

• Both common and per lot

• Value judgement criteria offer
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7.- DOCUMENTATION REQUIRED AND PRESENTATION AND CONTENT OF THE PROPOSITIONS

Envelope 1Envelope 2
Administrative compliance

Technical compliance

Value judgement 
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7.- DOCUMENTATION REQUIRED AND PRESENTATION AND CONTENT OF THE PROPOSITIONS

Envelope 1Envelope 2
Administrative compliance

Technical compliance

Value judgement 

If compliant, envelope 1 is open and 
points from value judgment applied
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7.- DOCUMENTATION REQUIRED AND PRESENTATION AND CONTENT OF THE PROPOSITIONS

Envelope 1Envelope 2
Administrative compliance

Technical compliance

Value judgement 

In envelope 2, never refer to characteristics evaluated in envelope 1, such as prices, extra years of 
maintenance, extra provision of museum material, etc.
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9.- EVALUATION CRITERIA FOR THE OPEN PROCEDURE

Criteria that can be evaluated automatically: Total 80 points.

Criterion L2.1.- Price. The lowest bid will be awarded 50 points, with the remainder being scored in direct 
proportion (rule of three) (···)

Criterion L2.2.- Improvement of the reconfiguration mechanism. (···) 5 points will be awarded to the 
proposals that include the improvement of the supply with a specific SDN type reconfiguration mechanism 

Criteria quantified by value judgement: Total 20 points.

Criterion L2.8.- Assessment of suitability. 
• Very good - Excellent. The offer is in line with the requirements of the Technical
Specifications. It will be awarded between 16 and 20 points.
• Acceptable - Good. The offer is considered adequate to the requirements of the Technical 
Specifications. It will be awarded between 7 and 15 points.
• Insufficient. The offer is limited to a brief statement of the issue, without sufficiently adapting to 
the requirements of the Technical Specifications. It will be awarded between 0 and 6 points.

Envelope 2

Envelope 1
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17.- ASSIGNMENT AND SUBCONTRACTING OF THE CONTRACT

Subcontracting is not allowed except for ancillary services:
• Transport
• Commissioning
• Maintenance
• Training
• Documentation management and translation
• …

The intention to subcontract must be notified in the beginning
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The admin. spec. states:

• Which documentation
• Section 7 and annexes

• In which envelope

• Evaluation criterio

• Warranty

The tech. spec. states:

• Requirements 
• common to all lots

• and per lot

• Technical 
documentation
• Only for envelope 2
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2.1.- Minimum requirements common to all lots (p. 2)
The Supply shall meet the following requirements

Ref Description

C.O.1 Scope of supply.

(···) "A QKD pair is a QKD pair"

In the case of devices that require other systems, such as server computer systems 
(post-processing, key management, authentication, etc.) or network devices, for 
example, these must also be provided at no additional cost.

In addition, if necessary, any consumable items -such as card reading devices or 
tokens- and intangible items -such as software or licences- that allow the operation of
the supply for a minimum of FIVE (5) years shall be provided.
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2.1.- Minimum requirements common to all lots (p. 2)
The Supply shall meet the following requirements

Ref Description

C.O.2 Power supply and operating conditions.

The supply must be able to operate in industrial or professional environments and be 
ready for deployment in production data centres and central offices.

All equipment shall be designed to be rack-mountable in 19" cabinets. The successful 
bidder shall supply all accessories to achieve this, such as rails suitable for this 
purpose.

Furthermore, they must be able to operate in the typical conditions of temperature, 
humidity... of this type of centre and with the European power supply standards.
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2.1.- Minimum requirements common to all lots (p. 2)
The Supply shall meet the following requirements

Ref Description

C.O.3 Inventory and labelling.

All the elements of the supply must be identified by means of sufficient information 
to allow their inventory and it is the responsibility of the successful bidder to provide 
it to the UPM. Each separate piece of equipment must have a model reference and a 
serial number as a minimum, both the transmitter and receiver unit of each pair and 
all its attached elements (intermediate relays, interlocked pair transmitters, servers, 
intangible assets such as software, etc.).
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2.1.- Minimum requirements common to all lots (p. 2)
The Supply shall meet the following requirements

Ref Description

C.O.4 Interoperability.

Each QKD pair must serve the cryptographic key with a standard interface from the 
ETSI ISG QKD group, such as ETSI GS QKD 004 or ETSI GS QKD 014.
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2.1.- Minimum requirements common to all lots (p. 2)
The Supply shall meet the following requirements

Ref Description

C.O.5 Reconfiguration mechanism.

Each QKD pair must have a reconfiguration mechanism based on software 
engineering techniques such as computer interfaces (API), remote procedure calls 
(RPC), language interpreter, management databases (SNMP, Netconf, Restconf, etc.), 
etc.
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2.1.- Minimum requirements common to all lots (p. 2)
The Supply shall meet the following requirements

Ref Description

C.A.1

+ 5 p.

Reconfiguration mechanism.

(···) If an enhanced reconfiguration mechanism is chosen, each QKD pair must have a
reconfiguration mechanism ready for common SDN technologies such as Netconf, 
Restconf or SNMP and show the programmability characteristicof the SDN paradigm 
and its models.

(···) the appropriate control and configuration commands, allow programming its
operation for specific applications. For example, a QKD pair that exposes
through these technologies the set of functionalities "set emission frequency", "set 
detection threshold" and "set post-processing efficiency" would allow programming 
the specific applications "high performance mode" and "energy saving mode".

Listed in the administrative specification document and cross-referenced here
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2.1.- Minimum requirements common to all lots (p. 2)
The Supply shall meet the following requirements

Ref Description

C.O.6 Installation, configuration and commissioning.

(···)

After commissioning, it shall be possible for UPM personnel to relocate the
equipment to any other location, and therefore no elements that make 
this  impossible, such as special fasteners, shall be used in its installation. (···) Any kind 
of blocking or reconfiguration resulting from such manipulation, e.g. a blocking of the
anti-tamperingsystem, shall be able to be solved by UPM personnel or with the 
assistance of the successful bidder at no additional cost. Likewise, elements of the 
supply may only be cut out, condemned, sealed, removed... after express 
authorisation from the UPM, especially when the hinder these relocation tasks.
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2.1.- Minimum requirements common to all lots (p. 2)
The Supply shall meet the following requirements

Ref Description

C.O.7 Documentation and training.

Each QKD pair will be supplied with all documentation, (···)

Likewise, the successful bidder must provide specific training in the handling and 
operation of the equipment to a minimum of 10 people determined by the UPM and 
with a dedication equivalent to at least 7.5 hours. The format - face-to-face, remote 
or hybrid - will be the most appropriate for delivering the selected contents. The UPM 
and the successful bidder will agree on the timetable and schedules. The UPM may 
request the reformulation of the training -format, contents, etc.- if it considers that it 
does not allow learning the handling and operation of the equipment in an adequate 
and safe way.
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2.1.- Minimum requirements common to all lots (p. 2)
The Supply shall meet the following requirements

Ref Description

C.A.2

+2.5p.

Improved and open training.

(···) the successful bidder shall organise, with the support and participation of the 
UPM, one or more training sessions open to the public, with a minimum capacity of
60 participants and with a dedication equivalent to 3.5 hours.

(···) in the event that several bids choose to improve this requirement, and at the 
request of the UPM, the UPM will collaborate with the other successful bidders to
organise an open training day [or week] that articulates all the training sessions
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2.1.- Minimum requirements common to all lots (p. 2)
The Supply shall meet the following requirements

Ref Description

C.O.8 Warranty and technical assistance.

The successful bidder shall make technical assistance available for the Supply for a 
minimum of TWO (2) years (···)

(···)  a mechanism for assessment and escalation of incidents between levels -1, 2 and 
3 - and a service level agreement equivalent to or better than the following one:
• Initial response: during working hours, within a maximum of FOUR (4) hours after
opening the incident; outside working hours, the following working day.
• Classification, diagnosis and forecast of solution or alternative: after a maximum of
SEVENTY TWO (72) calendar hours after opening the incident.
• Solution or alternative: after a maximum of FIFTEEN (15) working days after opening
the incident, extendable to THIRTY (30) with the agreement of the UPM if the transfer
of equipment or parts from or to abroad is required.
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2.1.- Minimum requirements common to all lots (p. 2)
The Supply shall meet the following requirements

Ref Description

C.O.8 Warranty and technical assistance.

The successful bidder shall make technical assistance available for the Supply for a 
minimum of TWO (2) years (···)

(···)  a mechanism for assessment and escalation of incidents between levels -1, 2 and 
3 - and a service level agreement equivalent to or better than the following one:
• Initial response: during working hours, within a maximum of FOUR (4) hours after
opening the incident; outside working hours, the following working day.
• Classification, diagnosis and forecast of solution or alternative: after a maximum of
SEVENTY TWO (72) calendar hours after opening the incident.
• Solution or alternative: after a maximum of FIFTEEN (15) working days after opening
the incident, extendable to THIRTY (30) with the agreement of the UPM if the transfer
of equipment or parts from or to abroad is required.
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2.- Preparation of bids Tech. spec.
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2.1.- Minimum requirements common to all lots (p. 2)
The Supply shall meet the following requirements

Ref Description

C.A.3

+10 p.
best
bid

Máx.
10 
years

Improved technical assistance.

(···) the successful bidder shall make technical support available to Supply for a longer
duration than the minimum two years required in requirement C.O.8 - in full years 
and with a maximum of 10 years - and with a service level agreement equal to or
better.



2.- Preparation of bids Tech. spec.

2.1.- Minimum requirements common to all lots (p. 2)
The Supply shall meet the following requirements

Ref Description

C.A.4

+5 p.

Enhanced supply with an additional QKD pair to the minimum units required in each 
batch

(···) If the Supply is upgraded with an additional QKD pair, it may be used - it is not
required to be new - but its estimated useful life cannot be estimated to be less than
FIVE (5) years.

(···) guarantee period - also two years (···)

(···) the requirements C.O.1, C.O.2, C.O.3, C.O.4 and C.O.5 shall also be met. Regarding 
C.O.6, the installation and commissioning of the equipment is not required, but it will 
have to be sent to the site in the Community of Madrid, Spain, to be determined by 
the UPM. Regarding C.O.7, no specific training is required, but all the documentation 
will have to be supplied,
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2.- Preparation of bids Tech. spec.

2.1.- Minimum requirements common to all lots (p. 2)
The Supply shall meet the following requirements

Ref Description

C.A.5

+2.5p.

Enhanced supply with exhibition, didactic or museum material

(···)

None of the elements may have obligations relating to intellectual property - except 
in respecti of moral and non-waivable rights of authors -, industrial property or liens 
or confidentiality obligations.

Likewise, none of these elements will be subject to the obligations of the successful
bidder regarding the guarantee period, nor to any of the requirements detailed in this 
section.

(···)
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2.- Preparation of bids Tech. spec.
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2.2.- Execution requirements (p. 7)

The maximum period for the service covered by this tender is SIX (6) months

2.3.- Information and publicity requirements (p. 7)

2.4.- Inventory, identification and labelling requirements (p. 7)

2.5.- Confidentiality and intellectual property management requirements (p. 7)

2.6.- Environmental requirements. Special conditions of execution (p. 8)



2.- Preparation of bids Tech. spec.
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2.8.- Technical documentation of the offer (p. 9)

Remember:

Envelope 2

In envelope 2, never refer to characteristics evaluated in envelope 1, such as prices, extra years of 
maintenance, extra provision of museum material, etc.

If compliant, envelope 1 is open and 
points from value judgment applied



2.- Preparation of bids Tech. spec.
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D1.- Lot 4 specific requirements (p. 16)

Ref Description

L1.O.1 Minimum performance.

The QKD pair must be capable of generating a minimum error-free symmetric 
cryptographic key rate of 200 kb/s over the entire range up to 12 dB optical loss, 
measured in the C-band (1530-1565 nm). It must also be able to operate on links with
no minimum link length requirement, although it is permitted to operate in a lower
performance mode than required on links shorter than 1 km. 

This performance must occur with an adequate and secure QBER depending on the 
quantum protocol it implements.



2.- Preparation of bids Tech. spec.
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D1.- Lot 4 specific requirements (p. 16)

Ref Description

L4.O.1 Minimum performance.

The QKD pair must be capable of generating at least a 50 kb/s error-free symmetric
cryptographic key rate over the entire range between the optical losses saturating the
detector and 12 dB, measured in the C-band (1530-15365 nm), in its optimal mode of
operation.

This performance must occur with an adequate and safe QBER depending on the 
quantum protocol that it implements.



2.- Preparation of bids Tech. spec.
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D1.- Lot 4 specific requirements (p. 16)

Ref Description

L1.O.3 Minimal industrialisation.

In this case, all functionalities of the QKD pair (e.g., but not required, post-processing-
, key management, authentication, etc.) must be contained in a single QKD 
transmitter and receiver pair. In addition, these two pieces of equipment must be 
specifically designed for installation in a 19" rack cabinet 800 mm deep, and occupy a 
maximum of 3U in height for each piece of equipment. If the equipment requires 
ancillary elements, such as cable management panels, only 1 additional 1U shall be 
allowed. Finally, they shall use a front-to-rear or viceversa ventilation flow, and under 
no circumstances shall they use side ventilation.

The link on which the QKD pair is installed may have optical losses close to 0 dB. In 
this case, the successful bidder may install some accessory optical element (e.g. an 
attenuator) (···)



2.- Preparation of bids Tech. spec.
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D1.- Lot 4 specific requirements (p. 16)

Ref Description

L4.O.4 Minimal reconfiguration.

In the case of this batch, the functionality that must be reconfigurable in the QKD pair
is... that relating to its quantum protocol. Consequently, examples of operational 
parameters that must be reconfigurable or programmable are those that select or 
govern the quantum protocol used, those that select or govern its protection schemes 
-error correction, privacy amplification...- or those that select or govern 
interoperation with other quantum technologies -e.g. QRNG-. e.g. QRNG-.

At least one set of 6 of these operational parametersshall be reconfigurable in the 
QKD pair and shall, in any case, allow reconfiguration of 2 functionalities - not all 
parameters shall select or govern the same set of features that provide a single 
feature of the QKD pair



2.- Preparation of bids Tech. spec.
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D1.- Lot 4 specific requirements (p. 16)

Ref Description

L4.O.5

0-20
points

Suitable reconfiguration.

In MadQCI, applied quantum cryptography ...tests will be carried out, so the QKD 
pairs offered will be evaluated to ensure that they are suitable for these tests.

These tests include..., but are not limited to, integrating quantum cryptography 
technologies into classical cryptography, managing the end-to-end quality of 
cryptographic services; or integrating other quantum technologies.

This suitability isassessed in the assessment criterion L4.7 included in the Particular
Administrative Clauses in accordance with what is stated in the Technical Offer 
document described in section 2.8 of these specifications. Value judgement.



3.- Submission the offer and documentation
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https://contratacion.upm.es/
licitacion/fichaExpte.do?idEx
pediente=3254

Administrative
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https://contratacion.upm.es/licitacion/fichaExpte.do?idExpediente=3254

2 Scroll down

1 Main page

3.- Submission the offer and documentation

3 Open
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3.- Submission the offer and documentation

4 Scroll down 5 Download
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3.- Submission the offer and documentation

6 Click "aquí" ("here") for verifying compatibility

Automatically, the downoad starts and the website redirects to this one. PAXE file "is" the envelops
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3.- Submission the offer and documentation

The website checks for compatibility. If needed, download Java with the "Descargar" ("download") link.
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3.- Submission the offer and documentation

The website checks for compatibility. If needed, download Java with the "Descargar" ("download") link.
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3.- Submission the offer and documentation

7 Click "PLYCA-empresas"

Back to the previous website for downloading the software
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3.- Submission the offer and documentation

8 Click "PLYCA-empresas"

Download the software

9 In downloads folder,
right-click > "open with" or 
"double click"
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3.- Submission the offer and documentation

Installation starts and creates a shorcut
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3.- Submission the offer and documentation

Installation starts and creates a shorcut

10 Click the folder icon to start

11 Select the PAXE file downloaded in step 5
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3.- Submission the offer and documentation

Check file number SUM-11/24 OTT

From now, just follow the software steps

Identify yourself

NIF/CIF: Tax identification number
 or VAT number

Nombre: Name

Dirección de correo electrónico: e-mail
Next



MADQuantum-CM project, funded by the Community of Madrid and by the 

European Union-funded Recovery, Transformation and Resilience Plan - NextGenerationEU

3.- Submission the offer and documentation

As no user account was created
on the website before, now the
software asks so

Clink "aquí" ("here") for creating the account
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3.- Submission the offer and documentation

NOTE:  The account can be also created before or using the website

A. Indentify yourself using a valid certificate

B. Click "aquí" ("here")

C. Click 

D. Fill and click "Aceptar" ("Submit")
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3.- Submission the offer and documentation

Select the lot or lots

Next
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3.- Submission the offer and documentation

Submit the docs.
for the envelope 1:
- Annex 1 ("del PCAP")
- Annex 1 bis (the Excel file)
- Documentation about the extra QKD pair 

(if applicable)
- Documentation about the museum, 

exhibition… material (if applicable)

Please, refer to the specification 7.2 of the 
administrative specifications for the 
detailed list
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3.- Submission the offer and documentation

Submit the docs.
for the envelope 2:
- Administrative documentation:

o Including annexes A, 2, 3, 4
o Including DEUC
o (···)

- Technical documentation
o Including common and per lot

- Value judgement criteria doc.

Please, refer to the specification 7.3 of the 
administrative specifications and 2.8 of the 
technical one for the detailed list

Next
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3.- Submission the offer and documentation

To sign, you must have a valid certificate in 
your Windows, iOS, etc. keychain.

Sign
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3.- Submission the offer and documentation

To sign, you must have a valid certificate in 
your Windows, iOS, etc. keychain.
• It alerts that after generating the 

envelopes, the documentation cannot 
be changed
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3.- Submission the offer and documentation

To sign, you must have a valid certificate in 
your Windows, iOS, etc. keychain.
• It alerts that after generating the 

envelopes, the documentation cannot 
be changed

• Select a valid certificate from the 
keychain.
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3.- Submission the offer and documentation

To sign, you must have a valid certificate in 
your Windows, iOS, etc. keychain.
• It alerts that after generating the 

envelopes, the documentation cannot 
be changed

• Select a valid certificate from the 
keychain.

• Envelope is then signed.

Next
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3.- Submission the offer and documentation

To submit the envelopes, you must have a 
valid certificate in your Windows, iOS, etc. 
keychain.
• Select a valid certificate from the 

keychain and submit.
• Maybe more steps are required (without 

sending a real offer, no further progress 
can be made in the procedure)
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4.- Questions?

Thank you
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