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Introduction

This document presents details on the Electronic Tendering Services found at the
Public Sector Contracting Platform (referred to in this document as the
Platform), for users from enterprises (tenderers and candidates).

The Electronic Tendering Services allow tenders to be prepared and submitted via
the Internet. Tenderers can also save their tenders on the system, and members of
the assistance body can also open and evaluate the documentation electronically.
In order for the system to work properly, a user from the contracting body must
configure the procedure, by following some rules that apply to electronic
tendering.

Preparation of the tender by the tenderer may take place in response to
publication of a call for tenders and the related specification documents, or in
the case of procedures taking place by invitation, they may be submitted in
response to a request for proposals received from the contracting body or other
entity involved. Specifically, this guide explains the way in which tenderers
must prepare the documentation and envelopes that must be included in their
tenders, which in both cases (those with publication of specification
documents and with sending of invitations) is done using the Tool for
Preparation and Submittal of Tenders.

In order to make use of these services, it is a compulsory requirement for
the user to be registered at the Platform for Public Sector Contracting, and to
fill in not only the basic registration data, but also the additional data (see
the ‘Guide for Economic Operators’). The technical requirements for using the
Platform are simple: an Internet connection, a browser with an up-to-date
version of Java (preferably v1.8 or later), and an electronic certificate
recognised by Spain’s General National Government (Administracidén General
del Estado or AGE) (@firma).

In order to use this guide, you must first review the contents found in
the ‘Guide for Economic Operators’, since it provides a general description
of how to create the tendering case file.

NOTE: Further information about the electronic certificates recognised by the AGE
can be found at the following link:
http://firmaelectronica.gob.es/Home/Ciudadanos/Certificados-Electronicos.html

2. Tool for Preparation and Submittal of Tenders

2.1 Definition

The Tool for Preparation and Submittal of Tenders (referred to in this
document as the ‘Tool’) is an application made available via the Public
Sector Contracting Platform. It allows those preparing tenders to send
the related documentation, which is grouped into various virtual
envelopes as defined by the contracting body. It also ensures the
integrity, authenticity, non-rejection, and confidentiality of the proposals
submitted (further details will be found below) .

To improve reliability for the tenderer, the documentation and details from

the tender can be stored on the local computer until the time when final
submittal takes place. At that time, but not before, all the documentation
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is encrypted and sent to the Platform’s servers, where it remain safeguarded
(inaccessible) until the time when it is opened.

2.2 Requirements for Use of the Electronic Tendering Tool

2.2.1 Functional requirements.

* You must be an ‘Economic Operator’ user already registered at the Public Sector
Contracting Platform. This registration must include the basic data and the
additional data (Figure 1). For more details on how to register at the
Platform, see the ‘Guide for Economic Operators’.
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(Figura 1: reqistro del usuario operador econdmico).

NOTE: If a user only records the basic data, that user will be able to make use of the
basic services that the Platform offers to enterprises (subscriptions, search for tenders,
notifications), but not those related to Electronic Tendering (electronic preparation and
submittal of tenders).

NOTE: It is essential that the email address for purposes of communications with the
Economic Operator user is the one provided to the public body for receiving the
communications and invitations that will allow electronic tendering. If this is a
different email address, the Tool for Preparation and Submittal of Tenders will not be
activated, and it will therefore not be possible to submit tenders via the Platform.

NOTE: It is recommended that the email address used for the basic data should be either a
personal or work address, but one that identifies the user, for example,
pepePerez@empresal.es. However, for purposes of communications it is more appropriate to
use a general email address for the commercial department or similar, so that multiple
users will have access to the inbox, for example, comerciales@empresal.es.

* The contracting body must configure a tender electronically, then make
that configuration available by publishing the announcement and
specification documents (for procedures WITHOUT invitation), or by
sending the invitation / request for proposals to the candidate/tenderer
(for procedures WITH invitation).

2.2.2 Technical requirements.

2.2.2.1 Version 1.8 of Java wvirtual machine installed.
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Using the Java control panel
on the ‘General’ tab (Figure

(Figure 2), check which version you have by clicking
3) and then on the About button (Figure 4).
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Figura 1: acceso al panel de cantral de Java
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Figura 2: Panel de control de Java
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Acerca de Java

Figura 3: Acerca de Java. Version

The security level in the Java settings should be set to High. To check this, go

to the Java control panel (Figure 3), and then click on the ‘Security’ tab
(Figure 5).
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@ e
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Eritar lsta de sios...
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(Figura 5: Seguridad de Java: nivel y listado de excepcionas).

Also add https://contrataciondelestado.es as an exception (Figure 5).

Your Internet connection must allow downloading of the Tool and subsequent
sending of your tender. Therefore, keep in mind that your company’s
communications system might have a firewall activated that blocks downloading of
the Tool. In order to send your tender later, outgoing port 443 cannot be
blocked. It may also be possible that your connection does not have sufficient
bandwidth to send files that are multiple MBs in size.

Assign the Java program to the file extension ‘.jnlp’. As an example, the steps
to be followed to do this in Windows 7 are shown here.
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1° Desde el botdn de inicio acceder al panel de control
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2° Una vez abierto el panel de control ir a programas.
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(Figura 7: Acceso a "Programas” desde Panel de controfl),

1) Use the Start button to access the Control Panel.
2) Once the Control Panel is open, go to Programs.

3) In Programs, click on ‘Make a file type always open in a specific program’.

= [ [ s e el e e e

- £ Programas y canacteristioas
B oot i |V Ak i o ol My
Sucnay iegardsd VR PSR FTRAE  BEAN BR L A TS arEcre et
i LT —
[ — a Frogramas predeterminadcs
4 Cambiar n conigurncidn pradusueaca fe maden 3 depsenias
i PR i et tion it S
Cutrmi de wiaeria Eifabienes progears e meadel
Apwimee permretcnidn 22
T g‘i Gadgels de escriloria
L s - aie gudgets ol e - Bsgmeniees  Seinssarun gdge
re— Fansaw grgets e retsazen o Vondzes

(3 It .
& Java (32 bits)

(Figura 8: Acceso a “Tipos de archivo™).

4) Select the extension .jnlp and then click on the ‘Change program’ button, which is
located in the upper right corner of the window.
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5) In the new window that opens, select Java and then click on the ‘Accept’ button.
If the Java icon does not appear in the part of the window displaying recommended
programs, you must search for it in ‘Other Programs’.
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(Figura 10: Asignacidn del programa Java a la extensidn .jnlp).

NOTE: If you are having problems with uploading and signing files in the Tool, you
must install the 64-bit version of the Java virtual machine instead of the 32-bit
version. The example below shows how to view which version of Java you have in the
Windows 7 Professional operating system (Control Panel - Programs). If you need
technical assistance for performing this update, please write to:
licitacione@minhafp.es

Puchive  Edicién Ver Heramientas  Ayuda
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=t Programas y caracteristicas
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e chdenet Cérmg instalar un programa
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Hacer que un tipe de archive s¢ abra siempre con wn progrema especifico
Cuentss de uistio Estahlecer programes predetemminadcs

Mﬁ z )‘mmm:m @ Gadgets de escritorio
Reloj. iciama y regién Agreger gedoets al escritoric | Descargermis gadgetsenfines | Desinstolar un gedget
Accesibilidad Rastaurar gacigets da sucrtesic instalicles con Windaws

i-‘;—lfl Java (32 bits)
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NOTE: Although we are describing the steps to take in the Windows environment, the
Tool can also be used on other platforms, such as Linux or MacOS. If you would like

to receive a guide for configuring Ubuntu, you can request it at
licitacionE@minhafp.es.

2.2.2.2 Maximum size of documents

The Tool for Preparing and Submitting Tenders uses the @firma solution for

signing of documents. However, @firma cannot be used to sign documents that are
larger than 5 MB in size. If you upload a document with a larger size, the window

seen in Figure 1lla will appear.

| Hombre ded Sacumenior Oterts ticeica
| Toame e aynds ol Licrader

EX)  uo sopuedan snarar documemon de tarsaba sups nora S U {54 79 KB}

ANERA DOCUENTO i

(Figura 11a: Se ha superado el tamafio méximo de archive).

In order to upload and then sign that documentation, you can do the
following:
e In general, images tend to be inserted in high resolution, without

compression. Please reduce the resolution of your images so that documents

can be generated with the same information but with a smaller size, and
compress the files themselves using programs such as zip or rar.

e Even though only one input is displayed for uploading documents, you can
attach more than one. You can split up your tender so that each part is no

larger than 5 MB, then sign each part.

NOTE: Please perform the steps above and remember that as with any other

application that allows documents to be uploaded, limitations on size need to

be imposed.

NOTE: If the document you are uploading does not require a signature, you do

not need to take this limitation into account.

There is also a limit on the capacity of the Java technology, which imposes

certain limits on the total size of the tender, as follows:

e If you are using a 32-bit version of Java:
The total size of files that need to be signed cannot exceed 27 MB.

e If you are using a 64-bit version of Java:
The total size of files that need to be signed cannot exceed 38 MB.

2.2.2.3 Electronic certificates
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We recommend that before signing the documents and envelopes, you should verify
that a valid certificate is available. To do this, go to the following URL:
https://valide.redsara.es/valide/

And then go to Validate Certificate.

You must then select your certificate and enter the security code.

r— =
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Validar Certificadn n wvalidar Certificada
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Walidar Firma

1. Selecdiena tw certificadn
Walidar Sede Electrinica

Viswalizar Firma Sebecciomar Cerilicada
- Si by pembrads efesrdnn extd en un dapontp de pimacenae o Ew o oS
EoEirong see hirk e

2. Inroduece e oédipo de seguiidad

[ wefes |

Esceibe ¢l ebdign g segundsd

"1
o

(Figura 11b: comprabacidn de certificada valida).

2.2.2.3.1 Certification entities permitted

The Tool allows documents and envelopes to be signed using any electronic
certificates issued by providers of certification services recognised by the
@firma platform. For more information, go to the following link:

administracionelectronica.gob.es/PAe/aFirma-Anexo-PSC

NOTE: If your enterprise is based in a foreign country, please contact the
contracting body.

2.2.2.3.1.1 Problems when trying to download the Tool

There are certain automatic updates to Java that, in a manner that may not be
noticeable for the user, perform modifications to the settings on your local
computer that could prevent the Tool for Preparation of Tenders from running.

If you see the following messages when you click on the Prepare

Tender/Request for Participation in My Tenders, or on the Reply link in My
Communications:
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we recommend that you should go to the Java control panel and modify the
following settings:

iGenetaI | Actuakzar | Java | Seguridad || Avanzado |

) Activar: ocultar advertendia y ejecutar can protecdines
Activar: oaultar advertenda y no ejecutar cddigo que no sea de conflanza
Desactivar verificacion (no recomendada)
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=T Certificade de publicador salo
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g
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Mo

i+ [] Activar el entorna restringido del sistema operative (sandbox native)
[¥] Usar los certificados y daves del almacén de daves del explorador
[V] Activar comprobacidn de revocaddn de la lista negra

Activar almacenamiento en caché de contrasefia para autenticadidn |
] Utilizar formato ClientHello compatible con S5L 2.0

i [7) Utilizar TLS 1.0

[t . o Al . — i) t

[LAcpier | [ concglar || adbcer |
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NOTE: If you continue to see the same message, we recommend that you should review
the technical requirements described at the beginning of this guide, or else contact
licitacionE@hacienda.gob.es

2.2.2.3.1.2 Problems when trying to sign

2.2.2.3.1.2.1 Certificate storage empty

If the tenderer is trying to sign without having a certificate installed in the
browser, the Tool will not open the pop-up window used for selecting
certificates. Please import/install the certificate into your browser.

If you have performed the operation described above but are still having problems
when trying to sign the documents, contact licitacione@hacienda.gob.es.

2.2.2.3.1.2.2 Ssigning with an expired certificate

If your electronic certificate has expired but you are unaware of this,
you will get the following error message when trying to sign using the
Tool (Figure 1llc):

.;i\ Pueds que ol certlicads hays caducady, |

== por gl sef pricisa
Qwihs i Bma gentrid 1 benga vilider igel
£Des e eoetiovar cof b operacide?

[10]

{Figura 11c: advertencia de certificado caducado).

2.2.2.3.1.2.3 Size of the tender

It may be the case that the individual size of each of the documents that
must be signed is less than 5 MB, which means that the Tool should allow
them to be signed, but nevertheless you are unable to complete signing of
a document. This could be due to the fact that the total size of the
tender does not leave enough space in the memory of the Java virtual
machine to complete the task.

If this occurs, we recommend that you should clear the Java memory cache.
To do this, go to the Java control panel and using the General tab, click
on the Settings button
‘i:ft::ﬂiﬁi;# ! ~| located in the Temporary
acerca de Internet Files section.

Conguite Ia nformacsn sobve la versidn del panel de control de Java.
Eexese ]
Configuradin de Red

" L g aciéen de rad se b & Hn & Ivternat. Java utitzard por ||
defecto b cenfguraacn de rod del gxplor ador webs. Eﬁu configaa0sn stia dede ser modkficads por
usuarios con conodmientos avanzados.

| Configuracdn de fed...
Archives Temparales de Internet

Lo archiuos ublizados en las aplicaciones de lmva se guardan en una carpatn especial para accerar
n pesterion. SS0 oS LSUANOS CON conoomeniDs avansados deberian Fuprmr archives o

TodScar =sth confiuracin.

B exploradar bene Jova activada.
] Coneate o separador Seguridact
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This will cause the Settings for Temporary Files box to appear.

e =
¥ Eormerwer Archives Temporsies enm CoTputadors
Ubicaadn
Saimarimns I uiieacidn en daneds 2o guardan loe archives temporales:
[CersheVosDeta scshon Gun v Desisymentizache [ canber..,
Enpacia en Disco y
Seizccone el nivel de compresidn de fos ardwvos JAR: hieguna >
Estableca fa contdad ce espack en dstn para of almacenamiento ce ardhivos terpordies:
0 T we M
[ seowadios. | [ Bestausridores porDefecto |
(topis] (oo ]

Click on the Delete Files button, and the following dialog box will
then be displayed:

f ! f &Seguro gue desea suprimir los siguientes archivos?

[7] Aplicadiones v Applets en Caché
[”] Aplicadiones y Applets Instalados

[ Aceptar | [ cancelar ]

When you click on Accept, all the downloaded applications and applets
will be removed from the cache. If you only want to delete one specific
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application or applet from the cache, you can do this from the General
tab using the View button.

It may also be the case that when you try to sign, the application
arrives at a point where the signature is not displayed, but there is no
error notice displayed either.

This is caused by the limitations explained in point 2.2.2.2.
In this case, you should follow these recommendations:

e All duplicated documents, that is, identical documents uploaded more than
once, can be replaced by a single document by indicating where the original
was uploaded. For example, if the contracting body has requested the ESPD
document three times, upload it just once, and then for the other times,
explain where the first document uploaded is found.

e Scanned documents (deeds, documents signed by hand,etc.):

You should try to scan these at the lowest resolution possible, but while also
ensuring that the documents can be properly viewed.

NOTE: The Public Sector Contracting Platform can make use of a small application
that helps reduce the size of PDF documents. You can request this at
licitacionE@hacienda.gob.es

e Catalogues stored on the Internet:

If catalogues stored on the Internet are requested during the tendering,
it is not essential to include these. Instead, it is sufficient to include a
document indicating where the catalogue is stored and how it can be
downloaded.

NOTE: Always consult the Specification Document. You can also ask the contracting
body about whether this can be done for the catalogue.

* Plans, maps or blueprints:

If plans, maps, or blueprints must be included, this can potentially increase the
total size of the files that need to be signed. If you find that it is impossible
to upload these, consult with the contracting body about the possibility of
sending them in some other way.

See point 5.5.

2.3 Access to the Electronic Tendering Tool

Access to the Tool for Preparation and Submittal of Tenders is different
depending on the type of procedure involved.

2.3.1 Procedures WITHOUT invitation

If the procedure begins with publication of a call for tenders and the
specification documents (not with an invitation to tender), as in the case of
open, restricted, negotiated with publication, and competitive dialogue tenders,
the process for accessing the Tool consists of the following steps:

1. The tenderer searches for tenders published on the Platform (Figure 12). For

more information about how to navigate within the Platform, see the ‘Guide for
Economic Operators’.
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(Figura 12: busqueda de licitaciones en la Plataforma),

2. A specific procedure is selected from the search results (Figure 13). Those
preceded by the @ symbol are electronic procedures.

Sarans Bbgen | e | Toim | s

(Figura 13: Acceso a una licitacidn concreta desde la bisqueda de licitaciones ).

3. Once inside the details for the procedure, it must be added to ‘My Tenders’
by clicking on the ’"Add this Tender to My Tenders’ link (Figures 14 and 15).

NOTE: If you are viewing the Platform as an anonymous user you will not see this
option.

My Tenders represents the set of contracting procedures that are of interest to a
tenderer. Enterprise users receive notices by email when updating occurs to one
of the tenders they are interested in. You can find more information in the
‘Guide for Economic Operators’.

NOTE: The option to add a tender to My Tenders is only available to registered

users. If you are viewing the Platform as an anonymous user you will not see that
option.
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4. Once the tender to My Tenders you will can go there and select it (Figure 16).
Once inside the details for the tender, click on the ‘Preparation of Tender /

Request for Participation’

link (Figure 17).
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{Figura 16: Acceso al detalle de la licitacion desde Mis Licitaciones),
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(Figura 17: Acceso a la herramienta dasde enlace Preparar ofertaizolicitud de participacién en Mis Licitacionas).

5. The Tool will automatically start up on the local computer (Figure 18), and
the information that the contracting body recorded during Configuration of the
Tender for the procedure will be recovered. This information was also released
via publication of the call for tenders and specification documents.
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(Figura 18: Portada de |a herramienta).

NOTE: If you are having problems when trying to download the Tool, this may be
caused by not having the ‘jnlp’ file type associated with the Java program. To
fix this issue you will need to perform a modification using your computer’s
control panel, as described in point 2.2.2.

2.3.2 Procedures WITH invitation

If the procedure began with an invitation to the candidate to submit a tender
(not by publication of a call for tenders or specification documents), as is the
case in procedures based on a framework agreement, or those of the negotiated
without publication type, or minor contracts, the following steps must be used to
access the Tool:

1. The tenderer receives an email at the address used for purposes of
communications, to inform the tenderer that it has received an invitation to
submit a proposal (Figure 19).

2. In order to view the contents of the notification along with the specification
documents, you can either:

a. View the contents of the notification directly at the link found in the
email itself (Figure 19).
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(Figura 19: Correa con acceso al contenido de la comunicacidn).
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b. If you cannot access the contents of the notification directly from the email
itself, you can access them via My Notifications, by locating the invitation
(Figure 20) and then clicking on the Access link.
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(Figura 20: Acceso a la herramienta desde Mis Comunica&ianesj,

In this case, in order to view the contents of the notification you must possess
a recognised electronic certificate.

Once you have accessed View PDF Document (Figure 21), the system will display the
notification, which will allow you to view the details about the procedure and
download the specification documents and any other complementary documentation,
using the links provided for that purpose.
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(Figura 21: Descarga del cantenido de la comunicacidn v el sallo de tiempa).

3. Once you have viewed the notification using either of the two methods
described, the Reply link becomes activated. This allows you to download the Tool
for Preparation and Submittal of Tenders, in the same manner as done for
procedures without invitation, as seen in Figure 22.

NOTE: It is possible that the Economic Operator will see No Reply instead of the
Reply link. This either means that a non-electronic procedure is involved (and
therefore that use of the Tool is not possible) or that the notification involved
does not require a response from the tenderer.

INFORMACION BASICA
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2.4 Description of the Tool

The Tool is generated for each tendering and phase of the procedure. Therefore,
the documentation required will vary depending upon the case file and also upon
the phase (it will not ask for the same information to be submitted in relation
to a repair as it will in relation to an invitation to submit a proposal).

Nevertheless, the way the information is organised and the actions that can be
taken are located in the same positions and they perform the same functions.
Therefore, once you become familiar with the Tool, you can use it to submit any
documentation at the Public Sector Contracting Platform within the context of an
electronic procedure.

The Tool consists of a main screen (Figure 22) that displays:

e Basic information about the tendering:

Case file

Contracting body

Contract type

Procedure

Date (deadline) for submittal

Type (invitation to prepare tender, repair, request for
documentation, etc.)

o Subject matter of the contract

O O O O 0 O

* Work options:
o Create new tender / request for participation / repair - Import tender
o Continue with preparation of a tender /request for participation / repair

The first time you download the Tool onto your computer, it will only be possible
to create a new tender / request for participation / repair or to import the
tender or documentation that has been produced on another computer.

The ‘Continue’ option is only activated if the Tool has been downloaded at least
once before on the same computer. Select that option if you want to continue
working on the tender, using the contents that have already been completed up
until then. If you want to delete what has already been done, you must select
‘Create’.

NOTE: The Tool is downloaded on the local computer, which means that only the
work you have performed on that same machine is taken into account. For example,
if you previously worked on computer 1 but later you download the Tool onto
computer 2 in order to continue working on the tender, you will need to export
the tender from computer 1 by saving it onto some sort of device (USB drive,
DVD), then import it onto computer 2. If you do not want to save what has already
been done, just select ‘Create’ instead of importing it onto computer 2.

Select the option you want and then click on ‘Accept’. The application will
automatically go to the screen seen in Figure 23.
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(Figura 23: Aspecto del interior de la Herramienta).

This internal part of the Tool for Preparation and Submittal of Tenders consists
of the following areas:

* The Categories are displayed vertically on the left side. Each of these refers
to a block of information that will be recovered, although some must also be
entered, depending on the particular case:

1. Tender data: basic data for that case file.

2. Tenderer data: displays information about the enterprise. The name of
the legal representative(s) must be entered.

3. Authorisations: to approve or deny authorisation for the competent body
to view information held by third parties.

4. Lots: used only if the subject matter of the contract is divided into
lots.

5. Envelopes: shows the contents of the envelopes and what must be
provided. These are arranged in alphabetical order based on the envelope
identifier that the contracting body has specified. This category is used to
allow documents to be signed.

e The horizontal bars display actions as well as the basic information (the same
as on the main screen). The Actions (which cause functions to be executed) are
displayed horizontally in the upper part:

- Hide Menu: this makes the categories no longer visible.

- Import Proposal: this allows information prepared on another computer to be
brought up on the local computer. This is especially useful when tenders are
being submitted by a joint venture (called a UTE in Spanish) or to continue with
preparing a tender that was started on a different computer.

- Export Proposal: a copy of the information prepared is saved on the local
computer so that it can then be imported onto another computer. This is essential
when tenders are being prepared by a joint venture.

- Validate: this action checks whether any steps required in order to prepare and
send the tender are missing (for example, a requirement has not been verified or

a document has not been signed) .

- Prepare Sending: makes it possible to submit the documentation. This in turn
consists of multiple actions, which will be described further below.
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The user does not need to prepare the tender in an uninterrupted manner. In fact,
it is assumed that in most cases preparation of the tender will be discontinuous.
If work on the tender has already been started, the main screen of the Tool will
ask the tenderer if it wants to continue, as one of the possible work options.

NOTE: If preparation of the tender is going to be continued on a different
computer, the portion completed on the first computer must be exported to a
storage device and then imported onto the second computer. In order to keep what
is being imported, always select the option ‘Create new tender / request for
participation - Import tender’ on the computer that will be used to continue the
preparation.

If the contracting body makes a correction to the call for tenders and
specification documents, there are two circumstances that may result from this:

 If the tenderer has not yet started preparation of the tender, there is
no impact.

e If the tenderer has already started preparing the tender, then the next
time that user enters the Tool, the system displays a notice that a newer version
now exists. The only option possible is to start a new preparation, otherwise the
one submitted will not coincide with the most recent version of the specification
documents.

WARNING: the Tool for Preparation and Presentation will not be available after
the final date and time for submittal of tenders has passed. After that date, you
will be able to view what has been submitted or prepare documentation
corresponding to another phase (for example, repairs or requests for
documentation). Users are advised not to wait until the final hours of the
process before downloading the Tool.

This can cause technical difficulties not necessarily related to the functioning
of the Tool or production of the tender, for example, inability to download the
Tool because the user’s company has restrictive settings on its system firewall.

3. Preparation of tenders

3.1 Initial issues

When the Tool starts up, certain warnings or messages may be displayed that
can be confusing for the user.

Some of these are displayed below:

(Figura 24: Java no estd instalado o no es la versién comecta).

SOLUTION: install the correct version of Java, or activate it if it has already
been installed. The current version is 1.8. If you have any questions about this
or are unable to administer/install software on your computer, contact your
company’s IT Department.
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SOLUTION: Click on the Continue button.
3.2 General description

As already explained above, the Tool is generated for each tendering and phase.
In other words, the contents of the Tool will differ for each procedure or even
for each phase of the same procedure. However, the way that the
documentation/tenders are prepared is similar in all cases. This means that the
explanations provided below apply to preparation of any type of response being
submitted by the tenderer to the competent body within the context of a
contracting procedure (tenders, repairs, or requests for documentation).

In general, preparation of documentation using the Tool involves verification by
the tenderer of everything being requested by the contracting body, whether this
means entering some text or values, providing authorisation for viewing the
tenderer’s information in third-party systems, or attaching and signing
documents.

In particular, preparation of the tender consists of using the Tool for the
process of verifying all the prerequisites required for participation, as well as
for submitting the economic proposal and, when applicable, the technical
proposal.

One of the advantages of using the Tool to produce the tender is that it makes it
possible to disconnect the user preparing the tender (commercial department) from
the one signing it (the legal representative), and even from the one submitting
it (the messenger). This is all possible thanks to the features that will be
explained further below.

This guide will illustrate the basic procedure used to prepare tenders that
include three envelopes (envelope with general documentation, envelope with
criteria submitted for judgment of value, and envelope with criteria evaluated
using a formula). However, there are multiple types of cases in relation to the
envelopes and means used for verification.

NOTE: The Tool will indicate to the tenderer everything that must be verified,
along with how this must be done (format, signature, in which envelope). Anything
that does not appear in the Tool does not need to be provided. For example, if
the contracting body has not defined a technical envelope, the tenderer does not
need to attach a technical proposal.

This process also includes signing of any documentary evidence in cases where
that is a compulsory requirement.

In general, information must be entered (or actions performed) in three
categories (Figure 23), or four in cases where there are lots:

02-Tenderer: here you must enter the name, surname(s), and Tax ID Number
(NIF in Spanish) of the legal representative, as well as the nature of
the authorities delegated. You can also modify the information about your
enterprise if any errors exist.

03-Authorisations: authorisation can be granted or denied for viewing
your information appearing in third-party systems.
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04-Tender for lots: the lot or lots that will be included in the tender
must be selected. The Tool will take into account whether proposals must
be submitted for all lots, or whether just one or some can be included.
05-Envelopes: the tenderer must attach the documents and also enter
values or text for any criteria/requests where this is required. The
tenderer must also sign the documents.
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(Figura 26: Categorias de la herramienta).
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3.3 Tenderer category

This category is accessed by clicking on the category 02-Tenderer in the side
menu. The window seen in Figure 27 is the one that will then open by default. In
that window, clicking on the ‘New’ button will open up the form used to enter the
legal representatives.
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(Figura 27: Categoria licitador).

Information related to the enterprise is displayed in the upper part,
specifically:

* Name of Enterprise
e Identifier

This is filled in automatically based on the user that has downloaded the Tool in

order to prepare the tender, or the information that the competent body has
entered in order to send the invitation to tender.
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That information can be modified. For example,
name of the enterprise incorrectly in the invitation to tender,

then the user

if the competent body enters the

preparing the tender can modify the information in the Tool to ensure that the
name of the enterprise is entered correctly.

Once that form has opened (Figure 28),

legal representative can be filled in and added to the table.
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{Figura 28: Categonia licitador — Registro da la informacion del apoderada).

the requested information regarding the

The actions described in this section can be repeated as many times as necessary
if more than one representative must be entered.

Once finished, you must click on ‘Save’

the side menu.

If a joint venture is tendering, you must select the ‘UTE’

option in the

enterprise type field, as seen in Figure 29.

| WPORTR FROFUESTA ,!.J | ersArRPEST. [ wunR v [ e @
DATOS DEL LICITATION

Tipa Empres e ~

W BerBcactn (s

\sangnsa0n

identfioee 3 ks apadetaion gue van a Brmar la cferi

ApsdEramenty

L L

{Figura 29: Categoria licitador - seleccion UTE).

Once that option has been selected, then in addition to details on the legal

representatives who will be signing the tender,
displayed where the enterprises included in the joint venture must be entered.
order to do this you must click on the New button at the bottom of the window,

an additional section is

seen in Figure 30.

before selecting another category from

In
as
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The Tool then displays the form seen in Figure 31, where the information
related to each enterprise that is part of the joint venture is entered,
along with that enterprise’s legal representative.

I madificacién de un ade

(o

Razde Sociak Evpriad A |

H* Idprificacier Irl&

e Pericipaciies (4

_-] | BmgazarT |

R pEe i a8 8 it &9 L Semprans an W UTE

| Nombee ¥ Apemdos: Ly Pira:

I e

FL CARCELAR

(Figura 31: Categoria licitador — formulario alta empresa UTE].

Once the required information has been entered, the screen seen in Figure
32 is displayed.

DATOS DEL LICITADOR.
Tiga Erprasa: ore

nomére:

=] laaraarom

¥ ieniEcactin
ouan Farm AT SaEm W

Lasergime: SPEAEAF Ssidany

[ -

uTL ylon ek UTE par parie de ba prgresy

I B S S |
Erpreia s e 0 JesPirar AT I W

[Erersae NBIS1SETF &

&0 Jaer Blmez. STAIELF LU

{Figura 32: Categoria licitador — visién final).

3.4 Authorisations category

The Authorisations category is accessed using the side categories menu. The
system then displays a screen like the one seen in Figure 33. That screen must be
used to select the type of authorisations being granted, both for use of
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electronic communications and for access by the public entity to third-party

systems.

NOTE: Authorisation or denial for viewing of information possessed by third
parties takes place in the context of a specific contracting procedure, for the
time period during which that procedure lasts.

[atiomas en ratae L

Emad 3 BBt o LoMmaRe B
® 01Dt Lesimeiie

¥ Dl-Auteraciones oy
LY TR

¥ o33t

Aotz tite al uta e comuBCACRars sisciriescas

PO AUAEFZICIAR BIFY EEAAURD & SHtEmaY tercerse de L sdministracién ‘

8 Dl g Aaeniclad (SVD Cmpsimsants D 49 DDS0ICOeS TBUNAAY (AEAT) yeoa in Sagusiond Sec! TOEE)
el . s

Emgresas Clsasicadss (ROLECE) Fararies or Fogerea Destess

ROLECE
imcrizs en el HOLECE
Apesca Tribwiaria

Sarsices ge VenTeacida sa arass)

Cail Samersl Dusiiiies

Tannsaras fanarst de i Segurdsd Secial

T <=

{Fiaura 33 Catanarfa Autadzacionas).

Before selecting another category or action, you must save your modifications

by clicking on the ‘Save’ button.

3.5 Lots category

This category is used to select the lots for which the tender will be submitted
(Figure 34). You must keep in mind that the contracting body can establish a

series of rules:

* Compulsory tendering on all lots

Compulsory tendering on just one lot
Tendering on one or some lots allowed

The application will restrict the possible selections that the economic operator

can choose.

wPCRTARFROFUESTA. & } | EroRTM PROMESTA [ || VALDAR ' [ LEVENDA @ |

[DATOS DF LA OFERTA

Retzrmas on ponce e Bcoardn i aindis s

r:d 2 Ruthe de |2 rederms

¥ 0800 Licitacaia

¥ 02-Licitador B 1 Vartanas
» OlAnoraacones

¥ O4-Cieriar alotes

b O5-Sobres

Selecaoaar lods | niaang.

L T <m

Ienports (s impuesing]

§0000

50000

(Figura 34: Categoria lotes = Seleccion da los lotes a los que licitara),

3.6 Envelopes category
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This category is used to add everything being requested into each envelope and to
sign the documents. When this category is selected in the side menu, the
envelopes will appear as seen in Figure 35, arranged in alphabetical order based
on the name that was given to them by the contracting body when they were
defined.

¥ 05-Sobres
v E% Sobre 1 *
S Firma de documentos
b EZsobre 2

(Figura 35: Categoria Sobres — Contenido y opcidn de firma de documentos ).

the information required for each lot must
(Figure 36).

If the tendering is divided into lots,
be completed in the various envelopes

¥ 05.Sobres

v Ed Sobre A
&1 Ventanas
{562 Reslo de la reforma
= Firma de documentos
¥ E3SobreB
| EE1ventanas
|- 82 Recio de |2 reforma
B Firma da documentos
* Sobre G
=1 Ventanas
B2 Resto de la reforma
i Firma de documentos
(Figura 36: Categoria lotes).

There are two views available for envelopes of the general documentation type and
administrative envelopes:

Documents View shows the tenderer the documents that must be
submitted.

(Figure 37):

# Visualizacin por documenta

€ Visualizncite por recuindto

st

e

Boxcumarto subldo |

icidn paracoeatee  EXROHDR.
enin con s

ores con la Seguridad

(Figura 37: Vista documentos: ;qué tengo que presentar?).

Requirements View (Figure 38): Shows the candidate the requirements that
must be fulfilled. This view includes not only requirements that must be
verified using documents, but also those requiring entry of values or
texts or granting of authorisation to view information in third-party

systems.
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) WiiaadiLa BaF dagumanin & Mausianciin por reguiaka
Reruisima pinios de pasicpaciin

Tipa acresdiacion

Dncrpcain

) canacats duberh ac

vkt 06 firmcay ST 2 tarcarca

s - £sy
herugie. (De3Ge 120 0 Eures naat 39 000
Reren)

tane socumesios o mcormoenr an o o

[

(Figura 38: Vista requisitos — jqué condiciones he de cumplir?).

Requisito que scredita 1 Informacin
" Cumplimiants can las
ohigaciones fributadas

* Cifra pruel de negocio

* Capacidad de obrar

I I para contratar
* Cumplimiznts con las.
chiigaciones con la Seguridad
Soclol

Eipnflla

L |

Documanios que acreditan ol cumplimients de requisitos

Documanto subido

(Fiaura 39: Plantilla v enlace al anexo de documentos).

As seen in Figure 39,

the system allows the tenderer to download

templates/programs provided by the contracting body for production of documents

or tenders.

NOTE: Clicking on the Template link allows these to be downloaded to your local
computer and filled out according to the requirements established by the
competent body. Keep in mind that these templates tend to correspond to the
annexes that appear on the final pages of the specification documents.

To attach a document
the corresponding link as shown in Figure 39,
will appear.

Requisiios que se acreditan

bump‘miﬂm ool ebiigadones 'iibu;n'iu:

oa nunl de Aegbein

[Capacided de obrr

f40 prohibicidn pary contraisr

rumn'il-'-ma ron iy ohigasiznen oon la Seguides Sotial

(whether based on a template or freely structured),

click on

and the window seen in Figure 40

Dacumesén

Tarzafho

(Figura 40: Anexo da documentoz).

The set of requirements that will be verified using that specific document are

displayed in the upper part. Clicking on the

e Lg Anans pricticas sesiia 3

‘Attach Document’
browser to be used to select the document that must be attached

D) dectara cion responsable docs)

[ aferta economica.doss

Membre da srchivo: |

Archivos: de tips;  [WORD

|
i

LB

(Figura 41: Seleccion del documento para anexar).

button allows the
(Figure 41).
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The system suggests the format for the documents that the tenderer must upload,
based upon the format established by the contracting body during Configuration of
the Tender.

Extension distintg
Eldoc eath tigna distinta a la licitagidn
iDesea continuar de todos modos?

(Figura 42: Seleccion del documenta para anexar).

If the tenderer tries to upload a document in a format that does not
coincide with the one requested by the contracting body, the system
produces a warning (Figure 42). However, the attachment can still be
completed by using the drop-down list for the Files of Type field as seen
in Figure 43. The body responsible for evaluation will be in charge of
deciding whether or not the document is acceptable.

Once the document has been attached, the system confirms that it has been
added properly by displaying the following message.

Carecto )

@ Bl docume nto se ha insertada setisfactariamente,

(Figura 43: Mensaje de confirnacidn).

If the document is being presented by a joint venture (UTE), the screen seen in
Figure 44 will be displayed, where it must be specified whether the document is
being used in common for the entire joint venture or if it is specifically for
one enterprise.

Selecsione ks opcien correspendienis

O Docurmenis coman pars iodas s empresas gue Borman s UTE
& Uncurrents espeaios para ona @i a empresa e ens copresal

R | Empresa

DEE1ITT Empre i s

IRiAEEATE Errpeia

BT o

(Figura 44: Cargar documeanto UTE].

In cases where a required document is not common for the entire joint venture,
but where instead each associated enterprise must upload its own document(s),
then it is an essential condition that ALL of the enterprises must upload the
pertinent document in order to satisfy that requirement.

Once the document (s) have been attached, the screen seen in Figure 45 is
displayed. If the indicator that is provided for each document in the ‘Status’
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column is red,

it means that the document has not been signed and is therefore

not ready. This means that you must select the corresponding document and then

click on the

‘Sign Selected Document’

button.

| seosmmpRouesTa B, ] | ewcAnmpmonsma B |! wow || iEmon @ |

Sk e thonnrmLaiinn yereradl

[e—

b Sk Unlle F oecancenwiniae

b S Aeterieacioras
 Botres
- Estw1

P e et

b Eataz

ras—

Tamata

T . ‘

g

(Figura 45: Seleccion del documento para su fima).

When you click on that button,
(Figure 4606).

the Tool is prepared for

signing of the document

4 DCLLTAR MEMU

- - P P — — 1 —_—
| seoRmARaceuEsTe B || epcempsoruEsta B [ wiosm oo @ ]

biniusin e e
gt rora wRF

P bidiston Licksckm
[T

¥ Otmizaciones |

v Emsctan
L

sl o dermentaren general

PANTS DF RFEA

| WETADGOIMNTG | VaTA DML |
Buocarssin nelecciomada parn u fema

» Stz

VOLVER. |

(Figura 46 Firma dal dosumento).

The electronic certificates available are then presented
browser or those stored on an encrypted card)

(whether those from the

(Figure 47).

« cma v — e e A TN
o _ i
e mar o HH LTSRN SRS et by
WL DRI | wATA -E
AR i
i
g —
e T T pers BMCENT Gty e g et K3
e Brade ITLORCE Rets 140 TREY
* At
e ]
w0 e b
n——
* Eeaal
 —— s

{(Figura 47 Seleccidn del cerificadal).
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If the signature process is completed correctly,

displayed.

Once the signing is completed, the system shows the identity of the signatory
If you click on the xml view tab, you can view
(Figure 50).

(Figure 49).
XADES format

(D La fama del documento se ha realizndo correctame nie

(Figura 48: Mensaje de confirmacidn de Firma del documenio).

¥ e

|| ereermspcnsts B Huu:a.« v i weo @ |

s W PARTL O FEMA
| WISTA DOCIMENTD | WISTA T
Bocurreria waleccinads pen au fima
81wt Lo
\daeasen sape oy pois Secs * CArSUMMAERPLEADD EERILO, BER MUMBES =11 11111160, GAERNAME LM
LR B

vewvm

(Figura 49: ldentidad del Firmante).

the message seen in Figure 48 is

the signature in the

L ST AT
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{Figura 50: Vista firma XADES).
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To return to the list of documents for signing,

the

‘Sign Documentation’

click on the ‘Back’ button or on

link in the categories side menu.

e WA adinne -

* e PRI s 2 e
v ExBotent
L S— bl
- s Sigrnd Bgrehirs B

{Figura 51: Vista Volver en Firma).

You will again be able to view the status of the documents on the main screen for
the general documentation envelope, with the documents already signed showing a
green indicator (Figure 52).

| v s |
(Figura 52: Documente firmado).

NOTE: The Tool also allows the possibility of co-signing, that is,
signatures of more than one signatory appear on the same document.

having the

If a requirement must be verified by authorising viewing in a third-party system,
this can be accessed from the Requirements View (Figure 39), then by clicking on

the corresponding requirement (Figure 53).
Clasificackn
Texio de ayuda al Licitador
[c1d - Demaliconss (Desde IE0 B00 Evros Nasts 040 000 Euros), Cle - Estructuras metdicas (Desde 840 000 Euros hasta 2 200 000 Euros) C2c -
Estucturas O fALrica u Roemigdn (Desce 120 000 Euros hasta 350 000 Ewos)

ISﬁlema Tercers

|
Sistema tercere a consultan ROLECE

Para acreditar este requisdo, bene que aceptar su con
-
[= - ]

o0 pueda ar 105 Aatos &N Cres skstemas

VOLVER

(Figura 53: Autorizacion para consultar sisterma tercero: sobre de documentaciaon genearal).

Preparation of the rest of the envelopes is very similar. For example, Figure 54
shows the contents of the envelope for criteria evaluated using a formula.
Navigation to that envelope’s contents has taken place by clicking on
2’ in the categories side menu. As in the previous example,
display the options in the central frame.

‘Envelope
the system will
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(Figura 54: Vista sobre econdmico).

If the awarding criterion is blue and underlined, this means that you must click
on it in order to enter a value. In the example shown, this involves the price

for a proposal. The Tool activates the boxes used to enter the amount both with
and without taxes (Figure 55). Once these values have been entered, click on the

‘Save’ button.

Pantla vl b prepamle b

Adgulubiicn dy wpdyat de
s warbiicd s ol EF. Tautsds syeta al Lsitadas

¥ 1 Lwton Uickackin

s Ve ek e o) b 4 (e o e it 8 00041
- e |

b et weriorey

-

v Efsbet

BaFima du Gt [ vewen
¥ Eaoteed

Bt rms 20 memmars

(Figura 55; Registro criterio pracia),

The system checks the price entered for the proposal and displays a warning if it
is higher than the baseline budget for the tender.

Importe superior =)
B importz sin VA introducido es mayor que el importe de lo licltackin,
iDesea guardar esle importe T

L] fae]

(Figura 56: Vista sobre econdmico).

Once the price has been entered and saved, you must then attach the economic
proposal, as seen in Figure 57, clicking on the link in order to add the

documentation.

QHros docunentos a incorporar en el sobre

Estado

Docieme ntes subldes

Click on the link to attach the document. The contracting body may have included
instructions for the candidate in the ‘Help Text for the Tenderer’ box (Figure

58) .

(Figura 57: Vista Anexo oferta econdmica).
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Mambra del doowmanie: Sfaerin sosidmbon
Taxbo de ayucda ol Liclindor

Cocumerta Tamaita Catmie |

(Figura 58: Anexo oferta econdmica).
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Once the document has been attached you can view the name of the file and its
status. As seen in Figure 59, the status indicator for the document is yellow by
default. This implies that it is not yet ready, since a signature is still
required. To do this you must click on ‘Sign Documents’ in the side menu.

NOTE: In addition to adding one or more documents for each entry, you can also
delete one or more documents by clicking on the trash can icon.
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fFigura 58: Aspecto del documento cferta econdmica antes de su firma).

The process for signing the economic proposal in the Tool is the same as the one
used for any other document, as described in Figures 45 through 53.

Once signed, the envelope for criteria evaluated using a formula is displayed
with the wvalidation indicators in green (Figure 60).

[rcsmnrernm s | orammeemns & ) won v i wee @ )

Wikt e rwieen e St
Taguricac par i 1
Dmorpsin | FPomdeackie | Bk | M= Wit ko Datake
Braci e n smacuicn 100 a “ 1eso0e . ‘
[Re— £r
b Edlismder |
b 8 dtakeschonas -
syt ey Btron dcemartan  bcsrporae an slazire
- st | = ]
- -:::.hwﬂu o ihmtakn N . L] I

B Prmunide docsemanien '

{Figura 60 Aspecto del sobre econdmico después de su fima),
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3.7 Special case for 1lots

If the tender is divided into lots, the screen seen in Figure 61 will be
displayed.

4 OoUTARMNEN
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- ESakwi Stiscoonar 1000 | ENoung
B2 Revsimienta de s

B 1 Trabapes de pinkra GUARDAR

B Firma de coumenis

(Figura 61: Categoria Ofertar a Loles).

The procedure is still similar to the one already described, but you must
indicate which lot or lots are being submitted. This information must also be
taken into account in each envelope.

4., Other actions

The upper part of the Tool allows a set of actions to be performed, which are
displayed as buttons (Figure 63). All of these will be described in this section,
except for Prepare Sending, which has its own specific section.

P ¢ g e

- R
AR | wrorrmrmtPUEsTs 4 | | mecRrmPMGPUssTA B | | wimeR w || EEtA @ | PREPRRURENMID EY

(Figura 67: acciones de la Harramienta).

4.1 Validate action

Once the required information has been recorded by entering text or values, or by
uploading documents, it is very useful to perform the Validate action.

e The tenderer can use this action to verify, among other aspects, whether
verification is missing for any requirements/criteria where it is required.

e This validation also includes verification that signatures exist on the
documents where they are compulsory.

— = ——
| IMPORTAR PROPUESTA & || EXPORTARFPROPUESTA [ | I VALIDAR v | | LEVENDA @ ]

(Figura 63: Accion Validar).

All the categories that have been completed correctly will be displayed in green
(Figure 64), but those appearing in red (Figure 65) still require some action to
be completed (attaching or signing a document, or entering a value or text field
for a requirement or criterion):
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+ 02-Licitadar

' (3-Autorizaciones

+ 05-Sobres

P S
P +=n

(Figura 89: Categarias debidamente cumplimaentadas).

» 01-Datos Licitacién
+ GO2-Licitador
~ 03-Autenzaciones
X 05-Sobres

L4 xsonreq

» ¥ SowreB

» x Sobre C
(Figura 70; Categarias no cumplimentadas).

4.2 Legend

The legend shows the meaning of the coloured indicators that are displayed next
to requirements/criteria and documents for the envelopes (Figure 71), which
indicate whether they have been properly verified.

LEYENDA DE COLORES DE LOS ESTADDS
Requisito / Criterio
@ Roquisito 6 criterio acreditade
® Requisito & criterio no acreditado

| :! Requisito & criterio acreditado con necesidad de firma electrénica y no firmeado

Documentos

@ Documanto acreditado con necesidad de firma y firmado 6 documento acreditado sin necesidad de firma

Documaento sin acreditar y con necesidad de firma electrénica

'.,:J Documento sin acreditar y sin necesidad de firma electronica

"] Documento acreditado con necesidad de firma electrdnica y no firmado
Sobres

-Q' Sobre firmado

@ Sobre con necesidad de firma alectrénica y no firmado

() sobre sin necesidad de firma electrénica y no firmade
Firma de documentos

I!" Documento fiMmado electrénicamente

@ pocuments no estd firmado electrénicamenta

' CERRAR _1

(Figura 71: Leyenda).

4.3 Import / export tender

Importing / exporting of a tender serves the following purposes:

e It allows a tender to be prepared by the various members of a joint
venture (UTE).
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* It allows work on a tender to be continued using a different computer.

* It allows a tender to be sent to a legal representative for signing using
that person’s own means.

e It allows the signed tender to then be sent to the preparer (in cases
where the legal representative decides not to be the one to submit it).

EXAMPLE 1: member 1 of the joint venture prepares its tender. It is then exported
along with the signed documents. It is sent to member 2 by email (or by courier
on some electronic storage medium). That member imports the tender, attaches its
own documentation (for example, an individual classification certificate), and
signs it along with another common document (for example, the economic proposal).
Member 2 then exports it with the envelopes and with its own signature, so that
member 1 can also sign the envelopes after importing them. Finally, member 1
performs the submittal. This procedure can be replaced by simply preparing the
tender on just one computer. However, that would require all the preparers and
legal representatives to hold a meeting in order to produce and sign the
proposals as a group (the members cannot ‘loan the electronic certificate’).

EXAMPLE 2: A commercial officer from a company produces the tender in its
entirety, but it still needs the signature of the legal representative. Since
that person is away on a business trip and cannot be met with physically, the
commercial officer exports the proposal and then sends it to the legal
representative by email. The representative connects using the preparer’s
credentials (if she does not have her own) and downloads the Tool. She selects
the ‘Import Tender’ work option on the Tool’s main screen. Next she clicks on the
‘Import Proposal’ button, which loads the information into the Tool. She signs
the documents and envelopes and then performs the submittal.

NOTE: The tender can be exported/imported as many times as necessary, with
signatures included. The only thing you must remember is not to sign the envelope
if any of the documents inside the envelope are missing signatures. The usual
procedure is therefore to export/import the proposal with the envelopes still
unsigned, with the person who performs the submittal being the one to sign them
beforehand.

However, it is also possible to export a tender with all its signatures in place
(documents and envelopes) so that someone else can just perform the submittal.
First the tender is exported by clicking on the ‘Export Proposal’ button. The
browser then opens up a window (Figure 72) so that the file can be saved on the
electronic storage medium you select (computer, USB drive, DVD, etc.).
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T cursos INAP = material TIC =3 MUFACE
1 Diego I mMimusica [ Nueva carpeta
T e ] P == [»

Hombre de archivo: i_ll_rJ_'Ea__i_:ip_r;_g_l_achinca .14335620.;’\-11_

Archives de tipo:  |xmi =]

[ acepar ][ canceiar |

(!

(Figura 72: Exportacién de propuesta a un equipo local o dispasitiva extamo),

—————eaeaud

In all cases, the person receiving the proposal must select the work option
‘Create proposal / Request for participation - Import tender’ (Figure 73).
Otherwise, the information received from someone else (such as another member of
a joint venture, a commercial officer, or an administrator) will not be
retrieved.
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(Figura 73: Alternativa de trabajo Importar Oferta).

To finish the importing process, you must click on the ‘Import Tender’ button
(Figure 74), so that the Tool is filled in using all the information received.

|
}umm- WRORTRFROPUSTA | 1| EGORVRPRORLESTL B H woR v ‘ 12 ) ‘

(Figura 74: Botdn Importar Propuesta).

Once the information is loaded, the user must attach new documents (in the case
of a joint venture), or else sign the documents and envelopes (the legal
representative, in all cases).

5. Prepare Submittal

There is a ‘Prepare Submittal’ button in the upper part of the Tool (Figure 75),
which causes a screen to be displayed with multiple actions related to the
submittal itself (Figure 76).

e Sign envelopes

e Modify selected envelope: allows the contents of the envelope to be
modified after signing. If the contents of the envelope are modified it must be
signed again, since the initial electronic signature will no longer be valid.

* Simulate submittal: the candidate can verify that the Platform is
activated for receiving tenders. This simulation performs all the verification
steps for the documentation and encryption, except for the actual sending.

e Submit documentation: send the documents and automatically generate the
receipt document. This step also encrypts the tenders, which is an essential
requirement for the sending.

* Download receipt document: after the submittal has been performed the receipt
document can be downloaded. However, when the sending occurs this document is
also displayed on the screen so it can be saved or printed.

* Generate labels: in cases where an envelope is hand-delivered (for models or
samples), the system allows labels to be generated for easy identification by the
competent body performing the evaluation.
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(Figura 75: Botén Preparar Envio).
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(Figura 76: Acciones posibles de Preparar Envio).

5.1 Sign envelopes

In general, submittal of documentation in envelopes will require each of the
envelopes for the tender to be signed, including the one with authorisations for
viewing information held by third parties. However, whether the signature is
compulsory depends exclusively on whether the competent body has established that
the signature is essential for tendering. In any case, the tenderer will know
whether or not the envelope needs to be signed, because the ‘Status’ indicator
will be red if the signature is required but has not yet been performed.

NOTE: Remember that if any aspect of the tender is missing, such as attaching a
document or signing an envelope or a document, the Tool will not allow the tender
to be submitted, but instead a notice about this will appear.

The signature process is similar to the one illustrated for signing a document.
First, you must mark the checkbox for the envelope to be signed (Figure 77), then
you must click on the ‘Sign Selected Envelope’ button. This will immediately take
you to a second screen where you must click the ‘Sign’ button (Figure 78). You
will then be required to provide the electronic certificate (Figure 79), and the
signing will then take place.

It may be the case that the application will not allow you to sign, but there
will not be any error displayed either. The cause for this is explained in point
2.2.2.2.

In this case, the size of the tender must be reduced by about 2 MB, since the
total size is at the edge of the technical limit for Java. To do this, click on
‘Modify Selected Envelope’, perform the size reduction, and then sign the
envelope again.
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Once the
envelope has
been signed
the identity
of the
signatory is
displayed
(Figure 80),
and the
signed
envelope can
be viewed in
the xml tab
(Figure 81).
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(Figura 77: Seleccidn del sobre para su firma).
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(Figura 80: ldentidad del firmante del sobre).
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(Figura 37: Vista documentos: jqué tengo que presentar?).

NOTE: Various problems related to electronic signing and certificates have been
described in the section on Technical Requirements. Please review that section if
you are having any problems during the signing process.

5.2 Modify envelopes

The Tool allows the contents of an envelope to be modified (Modify Selected
Envelope button) at any time before it is submitted. However, if the envelope you
want to modify has been signed, you must first make the change and then sign it
again, as the Tool itself will warn you (Figure 82).

Se va a eliminar la firma eléctronica del sobre para su posterior modificacion.
El sobre debera ser firmado nuevamente.

Desea continuar?

B
(Figura 82: Advertencia de modificacion de sobre ya firnado).

5.3 Simulate submittal

The Tool allows you to verify whether the Public Sector Contracting Platform is
available to receive your tender or documentation before you try to submit it.
Remember that until you click the ‘Send’ button, the documentation remains on
your local computer. This makes it useful to verify whether the servers are
activated before trying to send.

Click on the ‘Simulate Submittal’ button, and if everything is correct the Tool

will notify you of the positive result (Figure 83). You can then proceed with
sending of the envelopes.
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@ La simulacidn de la presentacion se ha realizado con éxito

h
{Figura 83: Resultado satisfactorio en la simulacidn de la presentacian).

5.4 Submit documentation

The action Submit Documentation causes sending of the tender/documentation that
has been produced on the tenderer’s local computer, so that it is then housed on
the servers of the General Government Assets Office.

During the sending process the envelopes are encrypted, if that has been
specified by the contracting body.

Encryption of the envelopes allows the confidentiality of their contents to be
guaranteed. This provides a fundamental security layer to ensure safeguarding of
the tenders, although there are other layers as well.

The action of encrypting the envelopes happens without being visible to the user
sending the tender, since it is one of the core actions involved in submitting
the envelopes.

NOTE: The contents of the envelopes cannot be viewed on the submittal receipt
document if they have been encrypted. When you click on ‘Submit Documentation’,
The system displays a pop-up window showing the advancement of the process
(Figure 84), and finally the receipt document is displayed on the screen (Figure
85) .

Esta operacidn puede tardar varios minutos.
Por favor, espere.

i v
5 Y

({Figura 84: Ventana emergenta de avance del preceso en la presentacidn).
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(Figura 85: Visualizacidn en pantalla del justificante),

The receipt document contains the basic information for the tenderer and a
summary of the submittal, which includes:

e The set of envelopes that make up the tender, including the one for
authorisations.
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e The contents of the envelopes (can be viewed as long as they are not
encrypted) .
e Signature for the documents and envelopes.

The receipt document can also be downloaded and printed (Figure 86), and it can
be sent to the email address used for purposes of communications (Figure 87).
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({Figura 86: Documento POF del justificants).
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(Figura 87: Correo con el CSV del justificante).

The receipt document includes a Secure Verification Code (CSV in Spanish), which
guarantees the integrity of the document by comparison at the Public Sector
Contracting Platform (Figure 88).

Inicia Lickaciomws Perfll Contratante Empresas Organisaes Piblicos Inkemacitn Contacin Buscador

Verificacion CSV
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7 (] actiones no dessadas.

Los campos marcados con (7) Son chigalonos

Ve Documents Original il Descargar Documenta ENI

(Figura 88: Verificacian del G5 en la Plataforma de Gonlratacian del Sectar Piblica).

5.5 Generate labels

For procedures where any of the envelopes cannot be sent electronically because
of their nature (models, samples, etc.), the Tool allows labels to be generated.
These link the envelope’s electronic fingerprint with the element that will be
submitted for registration physically.
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These labels cannot be generated until the sending has occurred.

When you click on the ‘Generate Labels’ button, the system sends the information
needed to print the labels for the physical envelope to the printer.

5.6 Problems with submittal
5.6.1 Sending of documentation never finishes

There are two significant cases where an error can occur during sending:

e The simulation is correct, but sending of the documentation never
finishes.

This case means that the connection with the platform is correct, but there
has been some sort of error when entering the tender into it.

This can in turn produce one of two situations:
1. The platform displays a notice about a specific error.
2. The platform does not display any error notice, [but] the bar disappears

or the wait time is longer than 10 minutes.

In either of those two cases, you must contact licitacionE@hacienda.gob.es to
resolve the problem.

NOTE: For example, a joint venture has entered decimal places when describing its
composition. The application will display a notice showing a FormatNumber error.

* The sending never finishes both during the simulation and the actual submittal.
There are in turn three cases that can cause this error:
1. The upload speed for the Internet connection is too slow.

The maximum time for sending documentation is 10 minutes. The formula that

can be used to approximately determine whether your connection is fast enough is
as follows:

Tamaiio Licitacion (KB) - 1.5(tiempo en la Plataforma)

Ve!,_.ﬂl,.ﬂﬂ(ﬂ.ﬁ'prS)/ . 1021_/ o ’
g 1.2 (pérdidas linea)

tearga =

[Translations for terms seen in formulas above and below:
carga > upload

seg > seconds

Vel > Speed

tamanio licitacién > size of tender

tiempo en la Plataforma > time on the Platform

pérdidas linea > line losses]

NOTE: There are numerous speed test sites available on the Internet for checking
the speed of your connection.
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For example, if your connection has an upload speed of 0.51 Mbsp (ADSL lines) and
your file size is 25 MB:

t

25000 (KB) - 1.5(tiempo en la Plataforma) 37500
carge . = 544

= 690 seg
0.51 (;‘zlhpxj/r 1024
8 /‘1_2 (pérdidas linea)

In other words, you may not be able to upload the documentation.
The recommended solutions that may solve this problem are:

> Export the proposal, which will generate a fully signed xml file, then
import it onto another computer with a better connection.

> Connect the computer to a mobile phone with a 4G connection if possible
(these mobile connections usually have an acceptable uploading speed).

> Reduce the size of the proposal if possible and as determined by the
tenderer.

2. There is no connection with the platform.
This is more difficult to detect. The Tool cannot establish the tunnel for
connection with the platform. This tends to occur frequently with computers

connected to a domain server, due to security policies.

If you encounter this situation, you can also try the solutions recommended for
the previous case:

> Temporarily disconnect the computer from the domain server, connecting it
directly to the Internet, then try sending again (do this only if the domain

administrators and company policies allow it).

> Check with the administrator regarding the possibility that the domain
server is blocking the application’s external connection.

> Review point 3 (anti-virus).
3. Anti-virus

Modern anti-virus programs have firewall mode tools that can prevent sending of
proposals.

Such cases have been reported with at least two of these anti-virus programs:
Kaspersky and Avast (and both in computers not connected to a domain server and

those connected to a domain server).

In some cases simply deactivating the anti-virus in the regular manner described
for it is not enough.

If you encounter that situation, try to uninstall it completely, then perform the
sending, and then reinstall it.

NOTE: Remember that you must not send the documentation more than once if it has
already been performed correctly.

5.6.2 Sending has been successful, but the receipt document cannot
be downloaded
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Cases have been reported where the tenderer cannot download the receipt document,
but the tender has been submitted successfully.

In this case, immediately contact the Platform (licitacionE@hacienda.gob.es) or
the contracting body, to find out whether the sending has taken place correctly.

DO NOT try to submit it again. Double submittals can be grounds for exclusion.
6. Monitoring the procedure

The system allows tenderers to monitor the set of actions they have performed in
relation to a specific contracting procedure.

This monitoring takes place using My Tenders (Figure 89).
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(Figura B9: Pasos / Acclones Realizadas).

NOTE: If the procedure is taking place by invitation, go to My Communications,

add the procedure to My Tenders, and once you are there, you will have the Steps/
Actions Performed available.

The system offers the possibility of Viewing the Tender Submitted, as long as the
status of the procedure has reached evaluation or later. This feature starts up
the Tool in read mode, which will allow you to view the tender, but without the
ability to perform any actions (Figure 90).
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(Figura 91: Partada de la Herramienta para visuvalizar oferta presentada).
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Finally,
Dashboard for the Tendering available

be aware that as a party involved in the procedure,

(Figure 92),

the tenderer has a
where the competent body for

evaluation can provide various documents related to evaluation of the tenders,

for example,
submitted by the awardee selected.

the list of evaluations for the various candidates or the tender
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(Figura 92: Vista documentos del Tablén de Licitacion),

7. GLOSSARY OF TERMS

GLOSARIO DE TERMINOS

Plataforma

Plataforma de contratacion del Sector Publico hittp:/icontrataciondelestado es/

PLACSP

oc QOrgano de Caontratacian.

OE QOperador econdmica.

XML Extensible Markup Language (Lenguaje de marcas extensible).
csy Cadigo Segura de Verificacidn

UTE Unién Temporal de Empresas

UsB Universal Serial Bus

XAdES Firma Electranica Avanzada XML

[Translations for table above:

Plataforma PLACSP > Public Sector Contracting Platform
Organo de Contratacién > Contracting Body

Operador econémica > Economic operator

XML > Extensible Markup Language

CSV > Secure Verification Code

UTE > Temporary Business Union (joint venture)

USB > Universal Serial Bus

XAdES > XML Advanced Electronic Signature]
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8. CONTACT US

Remember that if you experience any problems while preparing and submitting a
tender, you can contact:

' licitacionE@hacienda.gob.es

Please include the case file number in your email along with the name of the
contracting body for the tender. Also send all evidence you can provide in order
to assist us with solving your problem.

IMPORTANT: if you do not contact us via this channel during the period allowed
for submitting tenders, it will not be possible for the contracting body to
consider your claims.
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